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A13S’1’I{ACrJ’

N A S A  is ltlovi[lg i[lt,o an era  of ifwrcasiilg  si)acccr’aft  aw
bllollly.  1 Iowcvc!r’, }K!fm(’ alltmlollly C a l ]  t)(’ routit)cly
u t i l i z e d ,  ~vc lIIM provi(k  kcl)))i(llws ft)r l)r(widit)g as-
sural)w (list tllc systc[])  will [)crforli)  correctly ill fligll(.
\\rc  dcscritm  w]ly  au[uflolllol[s Syslrllls  r(ql[irc a(l VilllC(’(1
vwilicatim) lccl; l)iques,  and  oflcr  sofitc lllar  Iag(If IIct It atI(l
Wlitlical  tccl)rliqws  for addrcssi[lg  t,lw diff’orc[ws.

AULOIIOIIIOLIS  ~oal-drive.n s~mc.ccraf(  r(q~lirc  a(lva}ic.w  ill
vcrificatiotl tccllfliqw+ lmaww  or)tif]lizatiotl  (e.g. I)la  II-
]Iiil,g ald scllcdulitl~) algoritflll)s  arc  al tfIC cm, of [I IuclI
ofaut(~lmlll~.  IL is tlw ~lat~lrx  (Jfsucll  al~(mitllllls tlmt (wr
II IUCII of tfIc  irlp(t(  s[)acc aII illlui(ivcty “sttlall’) cllatlgc  ill
tfIc  irlpllt rwsLIlls in a corrcslx)tldillgly  “sIIIall”  clIaIIgc  it]
tlw out ]nlt: ‘J’llis i,yjw  d rqmtw tJy IfiCally  Icads OIIC t o
COI)CIWIC,  quite r(mmnal)ly,  tlIat if lftc’ (WO rcs[uw’s  arc
corrwt,  tfIosc  rcs~x)rlscs  “1 W( wcct 1]’ tfmll will  ~)rolmt)ly
Iw correct. 1 Iowcvcr,  ttlcre  are  ccrtair)  rcgiol)s  ill ttIc  itl-
put s~)acc  wllcrc  a “sinall’)  cl Ial Igc ill tlIc il)~)llt  will rcsl]lt
ill a radicallj  diff’crmlt  outf)u(:  OII(L is 1101, so ilmlir]d  to
cxnicludc  Ll]at all rcsrmfws  it) tjtlcsc t ratlsi(  iotl WII(:S ar(>
likely to tw correct.

\\’c I)clicw,  for tw) reasolm,  t,llat  tlwc Irtlrlsitioil  ZOIICS
arc OIIC I)lacc  wlmrc  aulotlorl)o(ls  SYS((VIIS  arc, likely to
fa i l .  l’irst, l)out Idary co]lditiolls, of(crt a rich so~]rcc of
f~)lllts, a r c  IIiglllj:  mcrcisd ill ttIc  trarlsi[if)tl  ZOIICS,  atld
s{) itlcrmsc tllc Ilkclilmod of fn{llts.  Scc(MI(i, witl)il)  tlIc
trarwitiof)  ZOIIC  tlIc algoritflrll  oul,j)II(s  a r c  Iikcly to a[>
])car  url(lsl]al,  aIId, sirwc llIc ou/pu/s  of 1 II( algorittlil)
t)ccwlw  ir~pu(.s 10 tfw re)l]aii~dcr  of t!)c systei t), Ltl(! wtlolc
syslcrtl  is ]m)tm~)]y  Imlstlcd  olltsidc of its IIolllirla! u s a g e
I)rofilc:  ]Iistorica}ly  st)owl  to tw arloll]cr  X(KN] s(mrcr  o f
faults.

\Yc ctosc with  a discussiml  o f  r i s k  ]rlar)ag(ilwrlt.  AI I-
totmtmm sysI.cIIIs  llavc Illally well-kll(wll II IaIWCIIICIIt
r i s k  f a c t o r s .  liisk Irlallagcrrl(,rlt  arl(l q[]a]ity  coIIccr IIs
II IIISt }N ~)crvasivcj ttlrougll(mt  a l l  tcattl  IItctlllwrs atId
Ltw wlIolc’ tifc-cydc  of LIIC ])rc)j(’c.t.
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I INTROI)UCTION

N A S A  [1] a[d  o(fIcr  agctwicsj2]  arc )i)mrill~  i]ito ml era of
itlrrcasul  s;)acccrafl  autorlor]ly a nattiral  outcon)c  of a
(Icsirc  (() rd(lc(, III(’ cost of scicrlcc dal  a cof]ltfirld M’itjtl
tlIc  ill~~mc( (,f Iip,l}{-lillw  Collll]l(ll]ictltioll”  (Iel:ljw  afl(l tlIc
avail  atjili[,y  of ever lilorc powerful coltl[)utcrs.  AUkNK)IIIy
lIas t lIc Ix)tcill ial (() dccreasc  tl)c  cost o f  s})acccraft  OIF
(’rat i[))ts.  ilt~])rovc rclialrility,  and [)rovidc  itlcrcasd sci-
cr)cc l)ro(l(ld Volllli]c  arid quality.  ltmvcvcr, t)cforc  iJ)cw
lllirlp,s earl occ{lr,  \rc II]ust  [)rovidc  a  cortl~)cllilig  argw
]Iwrlt lllat TV(L  earl dcliwr a fliglll-ql]ality ~)rod(wt.

‘Ih(li(iot]at  st)ac(craft fligll soft~varc tcstit]: at J1’1, t)a-
sically  dcIIIoIIstratcs tliat wc.11 C.OII)IIIaId  works correctly,
ttla( colflt)itlat  iotlsofcc)rltttl:)rl(ls” ttlat  arc  likely to Iw usd
top,(t  Ilcr dllri[lg  LIIC tllissiotl  work  l)rq)crly togcttlcr, a]ld
that all it)twf~~ccs  are q)crat,irlp,  correctly. ‘J’llis has twctt
al)lm)[)ritll  c arid (> ff’c(’liw~,  tm’alw tlIc s[)acccraft  systwl)s
lIavc  Iwtl dcsigl]cd  to nlillirtlizc  tllc i[lfl(lcr)cc  ofcrlvirofl-
Itlcrll  at factors 011 tlIc cxwut,  iorl  of Iowlcvcl  col[ll])ards.

II{w,v(,r,  al II Ii I.st I)y (Iefitlitiotl,  as ttlc  dcgrcc  of autoil -
olIIy  irwrcaws,  tllc sclwitivity  to ttlc  Cllvirol)]ncnt  also irl-
crcascs. Si!lc(t t]Ic  sys(crr)  is serlsitivc  tc) t]w (’ll}rirc)r]rllc)flt,
atd t  II(, act (1:11 t[lissioll  (,llvirotlrn(,ttt  caII’1 Im [mdictd
wi(fl su(lici(’llt  acc~lracy, OIIC lIlust, cxj)lor(,  tllc t)cllavior
of ttw  syslcttt ov(,r a rarlgc of [)]a[[sit)k! c[l~’iro[~l[ic[lts  ill
(ml(’r  to (I(t])orlstrat(,  tllc rwt)ustrwfi+  of tlI(,  sys(crtl.

\\t: I)ro[msc  a folir-l)rorlgc(l  I]liligatio]l  [)lat].  l“irst,  f o r -
mal specifications of tll(,  correct })cllavior  of tflc SyS-
t(’r[l Itlusl  tw (Icvckqxd,  ak)lI~  wil,li  tools  to v a l i d a t e  all
exu’lltir)p,  syskrtl agaitkit  ils sl)ccificatiorl,  so tt~at CVCII
]Ilirlor  dc~)arlurw  CaII tw dckc(d.  Ottim\visc,  it is likely
tlla( “il)ill(w”  ({ivcrgcvt(:cs  vill 1101 }w (Ictcckd urltit  t}lcy
Imx)rllc  IIl:ljor (Iivcrgctlccs,  I)crtla[)s  duritl~  ttm [uissiml.



Ncxl,  locate  ifw Lraflsiliot)  zotw,  via a cotill~itlatiorl  of
a]lalysis  aIld  scarcl  I, t,llul e x p l o r e  cad) itl (Ictail for itl -
corrcd I)cl)avior.  Fir]allyj  m a n a g e  the risk o v e r  (Iw
WIIOIP  life-cycle.

A  font)al s})ccificatit)ll,  agaitlst  wllicll rrII tx(cllliotl  oftl)c
systctII  call  t)c verified ill a wllitc-l)m  IIlatlllcr, is crucial.
‘J’llcrc arc a ~rea( lIIally details to t)c wrilic{l, II Ially of
wllicll ~vill t)c IIcglcctcd  if tlw vcrificatio])  is dolIc  lllarlll-
ally.  \$Tllitc-})ox  t,cs(itlg  illcrcascs  test cflicictl(”y, l)ccalls(,
cvcII  faults that doti’t,  Itlal)ifcst Llwltsc]v(’s  as divcrgctlt
o u t  I)ut caTl still  t w ddcclcd wc coilj(x’t  ure tllal ail-
toIIoIIIous systc[ns  will  oftctl  mllit)it this fa~ll(-r))askitlg
l)cltavior. ‘1’IIc cxccutioIl is wrifid  agaitw(  1 lIc s~xwific2l-
tiotl, tmtll  t)ccalw wc doII’t tlavc tflc  (()()1s to verify mlc
statically, aIId  ])cca IIsc it provides a collcrclc dctlwrlstra-
tioll of c~[lality.

‘~tatlsitio]l  XOIICS a r c  ]ocatd aIId  cxl)]orcd  (o L a k e  tws(
1

. .
.ac VaI Itagc  Or 1 I I III tc(] test rcso[lrcc.s: ‘I’l Iat  is lvlwrc  IIN)St
faults w i l t  occllr.  \!Tc prol)osc  (currctltl~’  sl)cculatiw)
tcclllliq{ws kr locatill~  LIIC transition  mm, aII(i  altclll])t
t o  yuatttify  tl)al s t a t e  sl)acc rductiotl  tflat  call  lx! cx-
p(’ctcd.

\\TC first dcfiilc  alltorlot]ly,  ttlcll ~)rovi(lc soltw t)ack-
grouIId  itlt_or[ilatioll  LO j u s t i f y  i t s  {w. AI) olitlil)(  t r a -
ditional spacecraft test liwtflods  is [)rovi(lcd.  \$rc ifldi-
catc  t.tle sliorLcot)litl~s  d ttlcsc ~t)ctllods writfl rcs[)cct  h)
aut,o]w]nolls  s~)acc  craft systm II, at Id fitm]ly  W’C [)rol)osr  a
co]tl~)rcllctlsivc  solut iml, covcrittg  tw.+tlical  at Id Iilat)a~c-
ri al isstlcs.

‘1’]lcrc  is IIIUCII roo!tl  Lo arg(w  t,lw dcfi[li(iml  d a~ltotmi)y.
Srtiitllcrs13]  Ilrl(lcrtakcs  att cxte[lsivc  allaiysis  ortlw II IaIIy
ddiftitio]w IIowr ill IISC. \Vc  adol)t tlIc (Ieli[litiotl  that dOl  II-
i!)ates  ~vit]ii!l  t]w acrosl)acc  cornlll~)])ity,  [)rovidc{]  SOIIIC
tiltlc ago I)y ‘Ihrtlcr at J} ’1,14]:

Avfonmny ‘J’l Ic! alt,ri~)[ltc  d a systmt) (,o IIIM’1
)nissiol)  pd_ormafm  rcquiretllwl(s  uritllollt cx-
terllal sul)[)or( for a s[)ccificd  l)crio(l  of tililc.

‘J’}te  ~~’ctxkr ddiilitiot) is qliitc sillli]ar:

Atd(motny ‘J’tlc  quality or st,atc d t)cillp,  self
govcrlli[lg.

III tfIc cofttclllJmrary vcn]acu]ar,  LIIC  ltlcatlill~  of aut,ol I-
oII)y  ]Ias  II IOVCI]  a w a y  froth t,l Ic al)l)licatiofl  of c.ol  Iv(vI-
tiolla}  coIILro]  tlIcory[5] L o  atlitudc co[lt, ro], L() .aII arctIa
of AI arid tflc  foc[ls of this  pa[)cr-:  variolls  a])[)licatiofls  of
oll-l)oard  scarcll  ald o~)Li[lli~,atic)rl[Gl,  })c.rlla~)s l)c(lris(ic.

Itlirlittlizc  rcw)urcc  co]mit)l)liorl,  Itlaxirt]iw scic[m re-
turrl, ol)tiltlize  a SC] ICC]L]]C,  dctcrt])it]c  t Ilc root cauw  of a
fai]urc  wr]lcrc  L}]c  ctivirolll))cl)t ]Ias sul)stat)tial  irlfluctlct’
otl tllc outcoIIIc of ttlc  al.goritflttl.  ‘I’l IolIglI  still  a closc{l
100]) collt r{)l systcttl  it) a gc]lcral  scIIsc, tfIc  tllajor  lllat 11-
cttlatical I)asis o f  tllcw!  sysLeIIIs is discrct(’  ()[)tirtli~tltic)]l
(I)roljal)ly  ]wuristic),  ratlmr  tlIaII classical cx)l)t m] (fIcwry.

It is ttlc  ltlattmtlatical  Ilatllrc of sucl I (Iiscrcic  ol)titlliza-
tim)  l)rol)lclIls tt)at Llwy call  I)c wry scl]sitivc  tr) ])araTt)-
clers  ill Llic  SCIISC (flat a sccttlitlgly  sIIIall cllat)p,e  ill tl)c

itil)llt  CaII caLIs(I a  Iargt, aIId  “Ilol)-litlcar’”  1 diflcrmm  ill
tllr out[)ut,.  I’<)r cxal III)lc, a cllal~gc ill tlw lcl Ig(l  I or t,ili~c
of aII (:vcllt of a fraction  of a pcrcctlt  cat) calm a plal  I-
iwr  al~oritlllti  to cltlit a wry d i f f e r e n t  plan.  \$’c lnakc
this  distitwtio!l  ill order  to stress tflc! iltlportalm  ofstatc
cxl)lc)rat io[l.

‘1’llcrc, arx’ I)raglllat ic aIId  t Ilcore[ical  reasons to ilweasc
ofl-t)oard”  sl)acccrall  a[ltotlol[ly.”

‘1’tlc l)ril[[ary  tllc{)rctical  rcasoli  is ligllt-ti]i)c co[]lrnllllica-
t.iolls dcl:]y: (;mltld cotltro]  orall ()[)crati()tl  Lllat requires
ti~t]t  fccdtmck  is ciltler  itt)~)ossit)lc  (if real-tii[lc dcmatlds
caII’t  I)c t[lct) or itlcflicic~lt.  J’011  earl’t “joy stick” a rover
(NI Mars like JX)II co~Ild if it were ill yo~lr t)ackyard,  Ilor
CaII grolltl(l  C(IIII r(ll rc’s[)oll(l  Lo at) oll-tmard fault, Ll]at
rul{lircs itl)ildiatc  IW+I)OIISC  ill order to ~)rwcllt damage
to tlI(i  lllissiotl.

}’ragtllatic  C(IIIC(>rIIS ah) CCIII cr 011 cottlrt~~ltlic~)tioll:  it’s
wry cxl)cllsiv(  (0 f>oltlril~ltlicat(”  \\’ittl a s~)acccraf(,  in deep
s[)acc; yell’11 always  wwrl(  llmrc t)ardwidtll  than you call
get; arl(]  p,rol!fld cot)t  rollers  arc cxf)ct)sive.  ]1, follows  L]lat
alltf)rlotlly  \vill I)c Ilscd t o  iltl])rovc  scicrm  irlfortnatiorl
dcllsitj’,  t)y doillp, otbl)oard targctirlg ard ‘icullitlg”,  al)d
t)y rcducirlg  (lo~vrl-tilrtc  caused 1)} fault recovery. k’irlally,
tllcr(’  arc vast o[)~)orlut)itim  to rcduw COSIS  ar)d irnprow
s a f e t y  i f  a[ltoflolrty  earl l)c (d to rcplacc  llulnalm ill
s~)ac(’ .

Altto]mtly  ol)viollsly”  t)ww)lcs l)lorc  ifllrmrtatlt  as we
rcacl) farll)cr  into sl)aw,  l)[ltj call  t)e I)rofital)ly  a~)plid to
]hr[t]-ort)ii  ]I)ilitary aIId  coltlrt)crcial  s~)acw.raft  M WCII.
Arl[(,illla  li[llc arid c,~)craliofvi ovcrlwd  curl  kmtll  lK K-

(I(lc(’(1.

2  ‘] ’I{ AIJITIONAI, ~’Wl’ING

‘Ihditiollal  sysl CIII-]CVCI  testitlg  of sfm!ccraft,  software aL
J1’1, I)asically  co[lfirtlls  that eac}i  coftlrl)alld  ~v(mks  as cx-
lwctcd;  cacl I rcqllirc[ilcrlt ]Ias }wcrl  IIId; aIId  t,flat all SC-
qllclIc(s of c(llIIIIIalds ttlat  ~vill j)rot)al)l~  t)c u s e d  dur-
ing tlw rtlissiorl  ~!{)rk. ‘1’llis lIas I)cctl cfftsctivc ~)wausc
s[)acccraft  sof[ war(, I)as t)ectl desigricd to tnirli[llizc SNIP
systclil  itltcracti[)tls  aII(l  scl)sitivity to cllvirollrllcrltal  col I-
cmls, so a feat LIrc, if it works at all, urill prot)al~]y  alu’ays
work.  ‘1’ilis i s  tllc fli[ldatlletlta] assu[lll)ti~)rl UI)OII  wllicll
tll(’ soutldrlcss of tllc lwlltliquc is l)ascd.

‘J’llis t<,clltli{luf, assulIIcs Lllat tllcrc is a W21Y to tell  if a se-
qucrm ofcorlittlatlds did ir)dccd cxmutc  properly. Space-
c r a f t  fli~l)t  sof( u’are usually  Itas a ]Iur]l}wr  d auditing
rlwct]arlis]lls  that arc  used L()  corlfir[t]  tf)a(  tllc spacecraft
is oi)cratitlg  [)ro~)crly during  L]w  IIlissio[l.  ‘1’[lcre are,  for
cxa II Il)lc, tlllttlcrolis  courltcrs  that t r a c k  tl)c  I)urnt)cr  o f
l,irllcs variolls  cvcrlls  IIaw occl[rr(d.  ‘J’tluw coutlters  a r c
Irladc  visildc  ill t Ir sl)acccraf(  tclcttletjry,  arid arc used to
cllcck tcsl  rcslllts  l)y co[r)l)arillg  tllc variolw  courlter  va-
IIQS ivitf)  ])redictcd  WI!II(’S ttlat also .g,crlcrald  as a Itlattcr
or rolllirlc  dtlritlg tlw ol)cr-atioil  or tlw  sl)acecraft,,



.

‘J’llis tcclllliqllc  d o t s  lid scale to a~ltt)tlo[lt)llly-ricll  sys-
t(’lll S for tw’()  I’CaSoll  S: AU 1 OIIOII )OIIS SJ’S((’IIIS ((’11(1  k) ]lav(’
II IaIIy IIIOW su})syslclIl  irltcractiol)s;  alI(l ttl(>y tcld to I)(’
II)ore  sctlsitiw’  It) llle crlvir’otlttlc[ll  aIId  ctlrrctlt  sl,al(’ of
lIIC sI)acccraf(.  110(11  of tlwsr  greatly  illcrcasc  tllc cor)-
tcxt scllsitivily  o f  coltllilalds, ald so tcIId  to itlvalidale
tllc “if  it ~vorks at all, it’ll alwwys w’{wk’> l)rct)lisc.  A s  a
rwultj  LIIC collfi(fctlcc  gaillcd  ~)cr test .g{)cs d(m’11, so ltl(m>
tcsls  IHust I)c pcrfort]lcd.  IIul, tlw tcsls  III(M v a r y  tlw
cllviro])l))c])(  aIId  systcin  sla(c  Lrajc’ctory)  lvllic]l  i s  flIII-
dalllctltally diffcrcll(  llIaII  w’l  Ial is IIOW do II(L. All of llICSC
tflillgs s~lggcst Lfia( a IIcw  tcclllliqlw  is rxqllircd.

3  ‘l’ESrITING  ALTrJ>ONOMOLJS

SOF’I’WARE

(Jltitl)atcly,  o~lr ol)jcctiw it] tcstitlg  i s  10 ittll)rove  tllc
cs])cctd scictlcc rclurt),  al)d  so rllillit)liz( (11(> itlcrcr))crltal
cost  of  scicrlcc data. Scictlcc  rctrlrll  earl Im:ortle  11011-
ol)titllal  ill lttat)y  ww~’s,  irlcluditlg:

●

●

●

●

●

●

●

●

●

●

1 ,0ss of s~)acccrar(.

Missal targctti IIg opportutlity.

Sill)-ol)tirtlal targctLir)g.

1 ,0ss of acq(rird  dala.

Missal d(m~rlllillk  ol)l)orl  (Il)ily.

lr)dficicrit  Ilsc of dmvlllillk  I)ar)dit’id(ll.

lrlor)cral)lc  itls(r[ltllcrl(.

II)cflicicllt  (w of sl)acccraflj  rcso~lrus.

lJrltirttcly  cllall~c irl sl)arwraft  ct)lllig~ll:)fi~)rl.

l{crldcxw)us  or ])oirltitlg  Il)arlcuvcrs  ((N) (olrl])lic?lt((l.

‘J’f)csc  risks arc ])rcsctlt  ill all scicrlu’  sl)acccraft.  ‘f’lw ill-
Lercsl.illg  tflirl~ al)o(rt  auk)rmtlowi systctlls  is tflat rllar]y
tflirlgs  that were  tradiliorlally utdcr  gro~l]l(l corirol ard
wrc L] II]S Lllc rcsl)or)silfilit,y  of ]IIIIIIaII m)IIt  rollers  tmoltlc
tlIc rcsporlsit)ilitj  o f  tllc auto]wrl)y  sys(u II. ‘1’ltis  r[l(lst
lead tr) addi(iolial  test  ol)]igal  ions.

A  ltlajor goal of  LIIC tcwtiflp, wc advocal( is 10 dctl Iot I-
strate  tfiat tfle sI)acccraf(  is irl solII(” s(v Is(’ rot)lrsl  irl tllf
face of “routitlc”  fa i lures,  all{f tlmt tflc  alltollollly  colll-
por~cr~t irl I)art,icular  II)akcs  good Irsc of rcsollrc(:s i])
otllcr  words, tf)at tli(’ aatorl(.)rtl~  u)rlll)ollcrlts  Jvork as i[l-
tu)dcd. \\’c allticil)atc tflat ()~lr lt)etl)o(ls  w i l l  r)ol orlly
dctr)orlslratc  tflc  prol)utics  outlillul a}mc,  i f  (l Icy ar’c
])rcscrlt,  l)ut ~vill also greatly aid itl ])rovi(fiilg LIIC I)roI>
ertics,  t)y lwl~rirl~ t  IIc dmwlo~)crs  kwatc tv(,akImscs  ill
tf)c  systciii  so Lllat  tlwy rtligllt  IN rct[lovcd.  (hm tfwse
tl)i]lgs  are  dorlt’,  tllc tc’stitlg has lllct its ol)jcctitr(” of irl-
crmsi[lf+  cxpcctcxl  sci(’tlcc rt’t~lri).

l’rcIt I at \Irc  sl)acccraf[  faillrr( is t IIC t )ip,gcst tflrcal to
sci(,rl(,(, rc[(lrll  ill t(,rttls  0[ 1 0 s s  I)otclltia],  so a sigtlif-
icar)l l)ar[  of alito[lotlly so flw arc tri(’s  to i)roLcct  tflc
si)a(*{,crafL  agaitlst  (Itl-tmard  faililrcs  atld s e l f - d d  ructivc
corllttl:lrl(litl~q.  (lrlfortllll~~lj{~ly,  siilcc atl autorlortlous  sys-
t(’tll I)y dclirlitiol) Ilas (Jvitllirl  dcsigrl corlstrairlts,  o f
collrs(,)  s[lt )s( all(ial co]lt MI over  i t s  OJVII  fate, it fo-
I(nvs (I]a( (IIC sl)acccraft  is Iligllly vullwral)]c  to rtlistakcs
Jvitllill  ttl( a~ltorlfjr[ly dcwigll arl(f  irtll)lcltlrtltati[)rl,  atld  s o
sllollld  tx, llcavil~ cxcrcis[d.

1( JY(’  sti I)lllat( tflat tllc  s[wmrafl  cal I’1 Iw cor[rr[]alldd
to calls(  iklf [xrrilalwrlt  lIarIII, Ltwrl  111(’  rlcxt  \)ig#cst
tlir(wt  10 s(icrlcc  (Iata  rct[irll  i s  to cort)rtlald ttlc  sl)acc-
craf( to do sottlctllitl~  of lmv scicllcc  WIL]C. ‘J’llis c o u l d
occllr,  for cxar  IIIdc, i f  a  scicflcc  rqucst  corlflickd  will]
ottl(r ~)ctl(lillg rc(lll(,sts.  ivllicll  Jvould trigger oll-t)oard
u)tlflict  rw)lu(  iorl  aIId corls(qucrlt  sut)o~)tillml  scicrm  rc-
turtl.  1( w i l l  tll(’rcf(w rclllaill  iflll)orlallt (Ilat wc llavc  a
rtldlmd of cotllirllli]lg  t h a t  cotlirllatlds  tr) (Iic s])amcraft
~vill l)rovi(lc  .goo(l”  scicrlcc rd~rrl), m,crl if r]lairlkrlarlcc  o f
slmc(,crall  lI(,altlI is lit) Iollg(,r  a corlccrll.

‘J’ll(:rc al)l)car to tw tl)rcc  l]lirl~s  ttlat  rnakc  alrtorlortlous
sj)arwraft  sofLfvarc “(fiff’crcltt” a s  cort)l)arwf  to Lradi-
tiorlal  rllissiorl-crit  ici)l fligtlt systmi)s:  ‘f’tlc tccllrlology  i s
ttl(m>  cotll~)licatcd  aIId Icss  Itlat,[rre; Autotlf)t))ous  systcttls
tcri(l h) llavc  rflor’c  slllfiystcfrl  irltr)ractiorls;  at)d autorlorlry
IIlakw t lie sl)ac(,craf(  tilorc  pcrcc~)tive  of arl(f  sctisitivc  tt)
i(sc](  aII(l i t s  f,rlvirorli)lcrlt  (f)ldccd,  tflat’s  tllc I)oir)t  of
a~lto]lot]ly!).”  ‘1’hkcrl  togcttwr (]WC ttiirlgs  corlstif,ute  a
“quallt~rlt) lca I)”. Solrr)d  rllarlagcrt)crlt  ])racticc  d i c t a t e s
tlIal OIW rtlust careful ly  cxalllirlc all ass~rrtl~)tiorls w’llcrl
s~IclI Icat)s oc(”ur.

‘1’1)(>  col)ll)l(,xil~ of aItl(mortIJ,  soflwarc,  ar)(l  Llw low Itl<k
tllri Ly of autollor[)y  tcct)rlok)gs  irl p,erleral, fcad d i r e c t l y
10 ~)crfortllalicc  lltlccrLaitlty:  (\ivcrl  tllc state o f  sof(w’arc
dcvclo[)ttl(’rlt  1 [!cllrlolo:y  to(lay,  you just (Iorl’t  krlmv urfiat
tlw syst(sIII is goitl[: to (lo ull(il you try it. J’OU  know  wllaL
il’s s(~pp(w(d  to do, a[ld \vl Iat il tlas so far Iwrl ot)scrvd
to (lo, t)~lt (Ilat)s rtlllcll  diff’crctlt tllall llavillg  cortfidcrlcc
ir) i t s  Iwllavior  Ilrld(,r  a l l  Iikcly rtlissiorl scctlarios.  l\uL
wit Ilollt ttlal corlfidcim)  yolr e a r l ’ t  ratiollall. y allow’ tlw
tvcllllology”  to (>011( rol ttl( fat(,  of arl exl)crlsiw  spacecraft.

NC(I1 ‘lhilill~l l’mr!(liqrll

orlc  tv~)y  (I)crllal)s (Ilc  orlly  way) to I)rx)vi(lc  cotlfidcr]cc  iri
arl  all(ollortlo(ls”  systcrtl trdaj  i s  (0 excrc.  isc tfle  systcrrl
cxlctlsivcl~  vitk a  lar~(,  llutlll)cr o f  sir]) lllatd rnissiorlsj
c a c t i  l)roxltlla~c  irl sofllc serlsc to (I)c  rlortlirlal  ll)issiorl,
al)(l co[llirlil ttl(,  u)rrcct  Iwllav ior of tfw  systui)  ovw cacll
rtlissiotl:i. (k)rlll)lcxity  is  discussd far(flor  ill tllc scclioll
or) risk rt)at)agcrtlcrlt.

l~iglir( 1 ollllilles  tllc syst(rtl  ]~w ~)rol)os(.  lrl additiort,



OIIC II)IIsL ]lav(! a Sil)lll]at(’)1’  of t]l(’  sj)t)~~(”~i]fl  IIJ)OII W’]liC}l
to cxcc LItc  tllc aut(nmm)us  softwarv,  as ~{(’11 as a siftlll-
latioll  of tllc u[livcrsc  to slittlula(c  t,lw slmu:c.raft  scllsors
ald rcacl willl lIw aduator’s. I’orlutlakly,  (,Iw llip,ll-
SIWMI SlmcccrafL  Sitnlllator[T] (11SS)  ai)d l)ytlat]lics  Al-
goritlltlls  for  l{ca-til])c  Sitl)tllatioll  (I) AI{’I’S)  dy]mlliics
si]l]lllakm[tl]  lIavc  lxx,ll  avai]al)lc  for so ItIc tiltlc. 011(, lIlay
also wish 10 collsidct’  cxc.c.  ulillg,  L}w aulotI(HII,Y  sII})sysL(’ItI
wit,llin  atl at)lmviatd  simulalor,  s o  ttlc  silllulat,io[ls  ex-
ecute  IIIOK:  q(lickly.  It Itligllt cv(vI I)c I)ossit)le  L.() dcsi~ll
tlm autwmny  sys(cttl  to w o r k  Jvitlli[i  a discrctc  cvcIIt
sitnlllatioll,  so tl~at Iilally,  wry IIigll iwrfortllalw  ‘ (quick
look’) sitt)l]latiolw CaII t)c pcrforltlcd.  hlost  o f  tlic tittw
tllcrc iwl’t arlylllif]~  “il)lcrcs(itlg” ]laJ)J)Cllill& itlsofar  a s
t,lIc  autc)tlwtly  sulfiyslmn  is cm)ccrtl(d.  SIICII a r m s  [)rot~
al)ly  WrOII’L I)c wrtll  cxJ)lorit)g  irl (]ct ail. It w o u l d  l)c  Ilicc
to IIavc  a way  ~)r lll(J\Till~ quickly (wcr  ttmti.

Our tdltli(lllc  is Imcd UImII  this l)r(wcss:

Ik..in r? Illc 71 Cmiillol  ?rlissio)l  . ‘1’IIc  kcy to ollr al)l)roactl
is tl]c  cxcclll,iorl  of a lar~c  IIllltllx,r  of Iwrt,llrlmtiolls
of and “lwar”  tlw IIollliilal Inissioll. ‘1’llis rcquir(’s
Lllal  (IIC IImtlitlal  IIlissiotl  Iw fmtlallyi]  dditd, atd
that  tllcrc  is a way to cxl)rcss  ttlc  t)()[ltl(ls of l)lall-
sil)ilit~  aro(lt)d  lflc IImtlillal  IItissioll.  ‘1’11(: i s s u e  Il(:r(’
ist~’t Just variallcc  o f  t r a j e c t o r y  aII(l rcsollrcc  cOll-
sutll  J)tiotl,  l)LIt,  Itlorc itltcrcstillgly,  variatlcc  ill tllc
tilllitlg  atld  occllrallcc  o f  faull co[l(litiwls.  \\Tc  IIavc
d(mc  SOIIIC pr(:lilt)itlary  (as yet utlrx})ortul)  ~vork  ill
t h i s  area,  Im( as ycl lmve  ]10 sol(ltiotl” to df(>r.

G’cncmlc  mIto/zo7M  of {he  missio71.  ‘llI(Ir( are  all df(:c-
tivcly i[lfir)itc  ll~ltt)l)(:r  of [)la[lsil)k’  IIlissiotl  slate  tr:l-
jcclorics.  1 low  ( l o  w g(’IIcratc  a  slit)sct  }IotlI  sIIIall

4 1  kfillcd  S(icll  that  ii autolllttt[x I alldysis  iLII[l  I,lallil,lllati[,r,  i s

],raclic~l.

(,tloll~l)  to silll~llate  alI(l ttlat J)r(jl,id(w “p,(~od’”  C()\)-
(’raf~(’? \\’c l)(,li(’vc  that a  cotllbitlatio]l”  o f  IIiaIIllal,
Nl(jlltc  (lark), all(l  f(cdt)ack  tcclltliqucs  will bc IIcccs-
sary.  Nla III]al  II Ic(fIods  will Iw Iiccdcd  f(w tjllc forcscc-
at)lc fllt llrc  to c(n’cr arc:ls for wtlicl]  Iv(, IIave  ]10 alg~~
ril Ilttlic  aI)J)roaclI.  olIc  lIIaj, for exaliIj)lc,  IIavc  a list
o f  fa~ll(  coll(litiotls”  that  arc ~)artic(llarly  illtcrcstirlg
((I c(rlaitl  I)COI)IC. N’IOII(C Carlo will  I)( usd to cover
SI):I(,(>S  of Iilor(,  or ICSS unif(m[l  dctlsily,  for cxal  II-
l)Ic to ftlwl(l rcsollrcc  cof)slllllptio]l  II()( lIcar  t) Olltl(l-
ary  cotlditiolls,  or dyllaltlics durill~  tllc cruise  pl~asc
of 111(,  ]Ilissiotl,  ~vlwrc  Ilotllillg Itlucl]  itl(crcstirl~  i s
]lilJ)l)(’llill~,. l~udtmck  tf;clitliq(lcs  will  tw Ilcwssary
wllert’  t II( sImcc is wry large atd rmll-ulliforlll.  l’br
(,xa  II Il)l(L, s(’ar(:l  I aII(l ol)tirtlix:ltio  rl-t):]sc(l”  sut)systcttls
( e . g .  ~)lallt[rrs  a[td sctdulws) }Iavc rcgiotts  w]wre
tllv r(s})f)tlsc  is litlcar-like wit})  rcslwt  to t,llc stiltl-
IIl(ls,  all(l  otllcr rcgiolls  }Yllcrc L}lcy arc itl t,rallsitiot]
ail(l  liaw,  Iligllly IIoll-lill(:ar  rcs~x)rlses.  \47c spcculatc
t lta[ t IIC l:lt ter caft IN located ald St rcsscd autotnat-
ically.  SIICII tcgiolls  \vill  tw]d  to IN a  rich  s(mrm of
fa~llts, atI(l so s]lt)l]ld tw I)aid  l)articlllar atlu]tioll.

,$Z?JI  uk /(: m dl ?rIi,s,$ioTt. \\’(,  cllcck t,] I at  { I IC s~ak trajcc-
lIIry  of all (xc((ltioll  of tllc  systcltl  is a IIlcltlt)cr  oftflc
SC[ o f  all corrc(:(,  trajcctj(mics  (gclwratcd irnplicit]y
IIsillg  (IIC forttlal  s~)ccificatiml  of correct tmllavior of
tllc sys~etll).  III t h i s  s t e p  of tllc prwess, a trajec-
tory is  cwtllmt(d for n givctl  Itlutatiotl  or llIC t)asc-
Iilic  IIlissioll.  ‘1’IIc lllissiol~ tnay  Iw mcc~ltjcd UIXMI  a
slwccraft  sillllllator, or cvctl a  Imadtmard  of tlw
slmcccrafl.  l)crfortllallcc  is itnlmrtat}t,  t,]lough,  so it
wo\I](] t)c tmt 10 CXWIIIC il otl a!] alx4,ract  si[nulat(w
rat Ilcr  t lIaII tllc lmwltmard,  utllws OIIC is cspccialty
~):lralloi(l at)()(ll  a})s(rac(ioll,

])<(cI  IIIi?IC! sys/cIfI td!om’d  coimii~y.  ()(lr  JIIct,tId  v,’ilt
gcll(rat  ( a trclllc]l(lous  all)outit  of data ttlat Itlust  tm
allalyxccl.  ‘J’tlcrc lt,[)ll’t }W tir[lc  for Illa[l(lal itwJ) cc-
Lioll, atid II IaIIy fa(llts  ~vill  ~)ro~)a~)ly  I)c sut)lk, auto
lIIal icall~’ corrwtd  1)~’ Llw systcrtt lwirtg  tmtcd, ald
tll(ls  rcltlaitl  Iltltlt)ticc(l  al]yw’~)y.  A  f(mllal  specifica-
lio])  of syst cltl twlmviw is mated,  that reflects troth
t  ,Iack t )(m atld ~vllit (-t,(x }wltaviors.  ‘1’11(  latt w,
tllt)llgll a  IIit Illltri)ditiollal  for IIsc dllrill~ systcttl -
Icv(l t cst itlp,, \\’ill great Iy ilwrcasc  t tl( c[licimlcy  of
t 11(’ t (’St s, Im”allsc  autmlo[llous” Syslcllls  tcfld  to coll-
\r(’rg(s a f t e r  IIlilior faults, suctl  tflat tllc fault  Itlay
II(I1 IIlallif(wt  ilsdf  as aII cxtcrtl<~lly-~isit)lc  f a i l u r e .
I Ioivcv(r,  S(ICII lx,llavi(m  i s  Ilot ca{lsc for cclelma-
t iotl: tlmc Nws a fault, and urldcr  di(fcrctlt circut]l-
statlccs  it UNII(I  iwc(MtIc a  t@, faiiurc. Ilettcr to IG
catc  all(l  Iix S(ICII I)rol)lctlls  wi tllc p,rould, tflall to
(Iiscowr tl)c[tl  d~lritlg  fligtl(!  It is tmt easy h dc~wlo~)
s(I(,II sl)c(ilic:~tiotls[9].  \Vc  ]lavc  dotlc  I)rclitnitlary
~vt)rk otl a  silll~)lc aximtiatic  systctll  }vith Lcttljx)ral
ca}mt)iliti(’s  called  ‘]  ’A(ll)l’I’(llllJ)  \l~)liSllC(])  ttlat caI)
q~lickly  clwck a large  volutlic  of data a~aillst Illally
axiotlls,  atld ‘1’sl’N (Lltll)ll})lislled)  wllicll providm
Ils(’I’-fri(’ll(  l]y collstru(’ts  t]lat  arc coln~)i]cd  into ‘J’ALl-

1)]’1 1)11( arc ~ctwrally r[)twll easier  for lm-logiciarls
to read and }vri[(’.  ‘~’tle tc’lllJ)ora[  caJ)at)i]ity  of ‘l’A[r-
1)11 is]l’t  Jmvrrf(ll  el)oug}t to Ilaturally cxprcw  SO IIIC
i)rot(m)ls,  tvllicll  i s  IIo[lcttwlcss  ]Im:ssary  lmcalw



SOIIIC Im}lavior of autollo]tlmls syst(,IIIs  is I)asically
l~lallifcstc(l  itlto itlt,crlmvc(l  l)rot(m)!s itl t.11(’  II I(wag-
ing sysloll. ‘I’l Ic cl Iallet Igc  is to IIip,llliglll,  for ltlaf  I-
Ilal illvcsti~atioll  It IcssaF,cs  tllal cat I’1 lx’ txl)laitl(xl.
M’c’vc  itlvcst,igakd tlIc IISr o f  a variatiofl  o f  AII~-
III  CIIt(:d ‘1’ral!sitiotl  N’d,}vorks[l  ()] aIId  variolls  s(atc
IIlacllillc  Ilotatiofls[]  1 ]  for tllal ~)Ilr~mc,  t)llt  lIavc
rml  ittl[)lcllwlitd  atly(ltitl$~.

f)dcnl)in  c pr o:rimity  10 ~ail~l~t:. \\’c v’( 1111(1  Iilw  to k I IOJY
IIot just, tllal all of tlw lcs(s  \vcrc Imsswl,  t jut })y )Iow
?JIIICh. A ‘1’AIII)l’1’  slmci[icatiml  cotltaitls a large  II NIII -

Iwr o f  ])rcdicatm.  It scutls  to 11s tlIat i t  SIIOIII(I  Iw
lwssil)lc  to develop  sottlc IIoliotl  of }jroxirilit~  to fail-
tlrc  for cacll  prxdicatc, at least  ill a ll(~lristlc  scIIsc.
‘1’llis, ill turtl, could lw IIscd tmlll  (0 I)r(n’i(lc  soIIw
Itlcasllre  of collfidc]]cc  ill tile twlul  sof(wwr(j,  at)d
10 drive tlm  tcs(  sccn)arios  towards a(l(litiotlal  Cx[)l(i
ration of JmLcIIt ially weak  arms. ‘J’llis w’ork ]Ias II()(
advanced  t)cyolld  a few Illllcl)t  ittlc c{)tllr(,rs:~ti(jlls, t Jill
does stl(mr proli)isc.

4 l{’OIiMAIJ  SPFXHF’ICATIONS

funcdecl  add8(_al, _a2 )
(_al+_a2)%256;

funcdecl  bv(_al)
(_al)?l:O;

funcdecl  addcomrnon(_al,..a2)
rA <- add8(prev(rA),_ai)
& fCY <- bv((prev(rA)+_al)>255)
& fS <- bv(add8(prev(rA),_ai) > 127)
& fZ <- bv(add8(prev(rA),_al) = O)
& fP <- bv(even_parity(add8(prev(rA) ,_al)))
& fAC <- bv((prev(rA)%16+_al%16)  > 16)
& nc(_a2,{rA},{});

#! ADD  r 5-6
invariant ADDr op_nns(#b10000OOO)  ->

addcommon(rSSS ,1);

l;ig(irc2:  ‘1’Alll)ll’cxalll~)lc

lIIcl Il I’isli ill(li(alors [xk+scsscd  t)y a  cotlt(’lnlxwary  a(l -
toll olllolls Sysl (’III:

A f()rl[lal  sjJccificaLic)l  lis:~lil?~( llcttll:l(i(:tllly  ~)r(’ciscs(atc-
● 11’s all IIll[)rc(,c(lcllt(,(l  lw(Mlllct.

l~wtlt of ]low tlIc soft,warc is cxlwctcd h) tw]lavclg].  ()(lr
apprfmll  is IIOt dc[x IK]c IIt u[mt  I ttt(’  ~mrtic({lar  I)otatiwt ●  i~’s adwlicc(l  software  (l(:i~clcjf)ttt(,llt.
tliat is[lsccl,  aslc)~lg  asitlilccts{ )tlccrit(ri:l: Wclllustlx,
al)lc  tmwritc a Immraln  that uses it ttj(:t)rl[irtll/(let]}’ that ●  I(’s a rca-tittlc s)s(ctI1.

● 11’s till  Cllll)(ll(l(d  s\xl(lll.

lbr vario~ls theoretical aIId  Imctical  rcasol)s it is II(Jt INK-
.,

si})]c to w,ritc a s[wcificatior)  for IIIOSL s{)  ftwarc [)rod(lcts ●  lt’s(olil~)otl(,tl(s”  arc tip,tltly  c{)II[)INI.

that call  classify  aIIystaLc  tr?~jcctc)ry:  lsoitll crcc)rrcctor”
~lot correct.  1( i s ,  IIowcvcr,  qui(c  I)ractical 10 g e t  vcr)

●  1( II IIIS[ Iw(jf (Ilc  tligll(sl  qllality.

CIOSC,  arid that is wlIat wc adw)catc’. ● It r(,qllirt,s  IIiglll) slx,(’iilliz(,d  soft~varc skil ls.

\~’e dcwclolwd  a forillal IIotaliotl call(’(] ‘! ’Alll)l’l’  that
i s  s~mifically  dcsigtld to sImify  ald ((s( tralwitiotl-
Oricflt(’(] systcltls. IL iS }msc(] 111)011 J)l”OJ)OSitiollil]  ]o~i(’,

t)llt itlcludessottlc  tcttirmral  olwrators” that  llavc  ~)rovc]l
useful i]) l)ract,ice.  l“igurc  /r(,Hi~:talKli(  stl(nvs  ~nrt  d a
‘1’AUI)l’J’  s~mi[icatiot]  for a hlicro~)rc)c(sst)r,  wllicll  s}wtlld
p,iw  all idea  o f  (Iw IIotatioll ((lctails are II()( itlllmrtatlt
at ttlis  jmillt).

II;ssctl(ially,  cacti itlvaria]l(  i s  clwkc(l  tvll(’iwvcr  atiy  of
tllc varial)lcs  upon  wllicll its valllc  dcIwl  I(ls cllallgc  ill
value.  If tll(’  it~variallt  is fake tllct]  a (Iiagtl{lstic  ]t)cssa~c
isgciwra(d.  ‘J’llcllotaticjrii tlcl(l(lcstll( lls~l:llilritlllll(’tic,
logical,  and  rt’latiol]al olwrators,as  wrcll as user-}vrittctl
furmtimls  afd tlw s~wcial o[wrat(w  “I)r(Lv”  to access tll(!
IJrevious  value  of all cx~)rcssioll.

‘1’hkt]l  lo~(tllcr,  {llcscclcarl~  itldicatc tll+~llll~~liagctilcllt
ri~(jr  is rc(lllirf(l. hf:il]y  oftllm’  iti(lic:~tcjrsarcc:lllccl  ollt
ill lkwl II II[12], \\lli(ll also diwusscs  gmlcral  sof(warc  r i s k
II IaIIa:(It  ICII(  aII(l  Illilifytioll  it) sotllc detail.  I t  should
I)c r e a d  t)~ allytw(ly  IIlldcr(akitlg  ttlc  Illallagcltlcllt  of a
si:,lli[i(:]llt  so[tjvarc  l)r(~jccl.  otllcrs ll?l\’(’  I X ’ ( ’ I I  dClllOll-
slratd tocxt(,ll(l s(Jf[\\’<l  rcclc’irc’lc)I)  ltlcllt scllmllllcs,  asc~, i-
(l(tIcd illsoill  (’oftll (’(l o(~()~f()[l:l]  scllc(llllc/}\rc)rkfc)rcc
csliltl:lt  or(oc(lici(,  tlls. ” J1’1, lIas pu}distlul  ag(ml lwwlIs-
l(wrtl((l[14]  tlIat cat  IIc  o f  tllc dcvcloj)lllcllt  of all am
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